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FOR MORE
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ABOUT
connected
toys GO TO:
mediawijsheid.nl
/connectedtoys
(dutch)
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Are there any
additional costs?

Some connected toys will involve
recurring additional costs if your
child wishes to continue to play with
them. Check the packaging of the
toy or the manufacturer's website for
more information about this. Parent
forums can also be a good source of
information. Information about
in-app purchases or advertising
should be comprehensible for parents and remain out of the child’s
sight.
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Can the child play
freely and creatively?

Allowing a child to play freely means
allowing them to do so unobserved
from time to time, using his/her own
creativity. So be aware that your
children have the freedom to use
their imagination when they are
playing with a connected toy, without
feeling pressured because they are
doing something different to what
the manufacturer had in mind. Children should be able to play without
manufacturers or parents following
their every move online
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Can the toy be
shared?

Children enjoy playing together. But
is this always possible with connected toys? Can you create multiple
accounts or can you only play using
one account? This may mean that
the toy can only be used by one
child. For example, can brothers and
sisters play using the same account?
Again, there may be information on
the packaging or manufacturer’s
website, or you could contact the toy
maker directly to find out.
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Is there a ‘use-by’
date?

Connected toys rely on special software. If the toy maker stops updating
or supporting that software, it may
become difficult or unsafe to use the
toy. Check whether the manufacturer
has any information about this and
whether this support will continue
into the distant future. Also check
whether your child can use their data
for future versions of the game, or
whether this data will be deleted.

the
internet
of toys
10 points to consider
for parents

The way our children play is
changing rapidly. One of the
most striking new
developments is the growing
number of toys that are
connected to the internet:
the Internet of Toys. To
help parents cope with the
challenges of this new
connected play environment,
Mediawijzer.net has
compiled a checklist of ten
points to consider when it
comes to safety and
children’s play.
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It is not always clear to users what
happens to their online data, even
though certain personal details need
to be provided in order to use the
toy. A privacy guarantee for connected toys, indicating which laws and
regulations the toy complies with,
would be a great idea. Parents can
also take their own steps to reduce
the risk of hacking and data intrusion:
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Is an internet connection
clearly required?

Sometimes the description on the
packaging or in the web shop does
not make it completely clear that
the toy has been designed for use
with a wireless connection with WiFi
and/or Bluetooth. Sometimes you
will need such a connection in order
to activate the toy. And sometimes
the toy will need an internet connection whenever it is being used.

Who has access to the
data?





change the username and password
of the toy immediately after
purchase
always use a strong password or PIN
only provide the personal details
that are strictly necessary
turn the toy off completely when
the child has finished playing with
it or the toy is not being used for a
period of time
create an account for your child
using (partly) fictional personal
details
when possible, use two-step
verification to protect your accounT
use a secure internet connection:
WiFi with a password or a VPN
connectioN
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It is difficult for parents to ascertain
exactly which standards and requirements the manufacturer must
comply with. This is because not all
the legal requirements need to be
included on the packaging. Try to
find out whether the toy receives
regular (security) updates. Visit the
manufacturer's website to see if
there is a helpdesk that you can
contact. And check review websites
or forums for common problems and
solutions.
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Is the toy appropriate
for your child’s age?

Not every connected toy is suitable
for every age group. In some cases,
they can even be harmful. The age
range indicated is simply a manufacturer's recommendation. The
question of which age range a toy
is suitable for relates not only to
possible risks, but also to the development and interests of the child: is
your child really ready for this toy?
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How educational is the
toy?

Who can you turn to if
you have questions?

Do you know what your
child is actually playing
with?

Watch or play with your child when
they first start to use the toy, and
continue to look out for any effects
that the connected toy may be
having on your child. Is this consistent with your own values and ideas
as a parent? For example, does the
toy promote certain ideas about how
boys and girls should behave? Ask
yourself as a parent whether you can
accept the aspects of the toy that
encourage certain behaviours, and
how strong that influence is.

When toys are marketed as ‘educational’, this does not necessarily
mean that it is true. Toys are
designed primarily for enjoyment
and the claims of educational value
made by some toy manufacturers
are rarely justified. So don’t be
misled by the term ‘educational’.
You may also want to check whether the toy is consistent with the
teaching methods used at your
child’s school.

